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With the rapid proliferation of Al-generated synthetic media across South
Asia, communities in Sri Lanka, India, and Bangladesh face deepfake-
related harms that existing Trust & Safety frameworks—designed predom-
inantly for Global North contexts—are ill-equipped to address. Through
three participatory workshops with 49 stakeholders including journalists,
lawyers, fact-checkers, feminist advocates, and civil society practition-
ers, we investigate how deepfake harms are perceived, experienced, and
contested across these distinct yet interconnected contexts. Our findings
reveal four cross-cutting patterns: disproportionate gendered targeting
of women and marginalized communities; systematic failure of platform
moderation for South Asian languages; inaccessible institutional recourse
for victims; and strong community preference for locally governed, partic-
ipatory solutions over externally designed technical fixes. We contribute
empirical evidence of deepfake harm in under-researched Global South
contexts, a cross-country comparative framework for Trust & Safety anal-
ysis, and a set of design and policy implications that center community
knowledge, survivor support, and linguistic justice as foundations for a
reimagined deepfake governance paradigm.

1 Introduction

In the contemporary information ecosystem, seeing is no longer believing. Deepfakes—
synthetic media in which a person’s likeness, voice, or actions are fabricated or manipu-
lated using deep learning techniques such as generative adversarial networks or diffusion
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models (Chesney and Citron 2019)—and AI-generated media more broadly, including
voice cloning, text-to-image generation, and Al-generated video, have transformed the
foundations of trust, authenticity, and accountability in digital communication. What be-
gan as a technical experiment in face-swapping has evolved into a global socio-political
crisis that challenges the credibility of news, the integrity of elections, and the safety of
individuals, especially women and marginalized communities (Kafayat 2025). Deepfakes
unsettle one of the most basic human assumptions: that visual evidence corresponds to
reality (Zhang 2024).

While scholarly, policy, and technology discourse around deepfakes has intensified in
Western contexts, the Global South, home to the majority of the world’s internet users,
faces an equally urgent yet profoundly under-examined set of challenges (Paul and Dutta
2025). In South Asian countries such as Sri Lanka, India, and Bangladesh, deepfakes
intersect with pre-existing structural vulnerabilities: fragile media ecosystems, low digital
literacy, deep linguistic diversity, entrenched patriarchal norms, and volatile political
climates. These conditions amplify deepfake harm, accelerate its spread, and shape
who bears its consequences, yet the frameworks developed to understand, govern, and
mitigate synthetic media harm are overwhelmingly designed in and for the Global North,
rendering South Asian realities largely invisible in both research and policy.

In Sri Lanka, Al-generated content has been used to impersonate politicians (Atherton
2025), cricketers (Newswire 2025), and senior financial officials including the Governor
of the Central Bank (Popowicz 2025)—deployed not for satire but for financial fraud and
reputational destruction. In India, deepfakes have penetrated electoral discourse at
unprecedented scale: candidates’ speeches have been voice-cloned to appeal to specific
linguistic communities, fabricated videos of political leaders have been weaponized for
delegitimation, and Al-generated content targeting women in public life proliferates
across platforms (Sunvy, Reza, and Al Imran 2023). In Bangladesh, a deepfake video
depicting ousted Prime Minister Sheikh Hasina confessing to the creation of clandestine
detention centers—known as aynaghor, or “house of mirrors”—was widely circulated,
verified as AI-manipulated by fact-checkers, and credited with generating significant
political turmoil (Chowdhury 2025). Across all three countries, synthetic pornography has
been systematically weaponized against women, particularly politicians, journalists, and
activists, revealing that deepfake harm is not only informational but emotional, cultural,
and deeply gendered (Brieger 2024).

These harms unfold in a governance vacuum. The Trust & Safety (T&S) practices that struc-
ture major platforms—content moderation, automated labeling, policy enforcement—are
rooted in Western liberal assumptions of stable democratic institutions, strong legal
systems, and relatively homogeneous cultural expectations around speech, privacy, and
individual harm (Karthikeyan and Roy 2026). In contexts where democratic institutions
are fragile, where collective ethnic, linguistic, and religious identities frequently outweigh
individual expression, and where a single manipulated video can precipitate commu-



Gamage et al. 3

nal violence with immediate offline consequences, these frameworks are structurally
misaligned with the social contracts they are meant to protect. Compounding this, moder-
ation systems trained predominantly on English-language data systematically misclassify
or fail to process harmful content in Sinhala, Bengali, Tamil, and Hindi, leaving most
South Asian internet users structurally under-protected (Shahid, Elswah, and Vashistha
2025).

Sri Lanka, India, and Bangladesh together offer a revealing lens on this governance gap:
each has a rapidly expanding digital public sphere shaped by affordable smartphones,
deep social media penetration, and a youthful population, alongside sharp asymmetries
of power between technology companies and governments, urban and rural communities,
and men and women. To understand how deepfakes are affecting these communities, we
conducted three participatory workshops in Sri Lanka (April 2025), India (August 2025),
and Bangladesh (September 2025), bringing together 49 stakeholders from journalism,
law, fact-checking, civil society, feminist advocacy, and academia. Rather than treating
these communities as populations to be studied, our participatory design positioned them
as co-producers of knowledge about their own digital safety, centering local expertise as
a primary analytical resource.

The communities we worked with possess substantial and largely untapped knowledge
about how synthetic media harm propagates in their own contexts—knowledge with
direct implications for global approaches to Al safety. By foregrounding these voices,
this paper reframes the deepfake problem from a question of technology to be managed
to a question of society to be understood, and calls for a re-imagined T&S paradigm built
on that knowledge. The paper makes three contributions. First, we provide empirical
evidence of deepfake harm in three under-researched Global South contexts, grounded
in the lived experience and professional expertise of 49 local stakeholders. Second,
we offer a cross-country comparative framework for T&S analysis that surfaces both
cross-cutting patterns and country-specific distinctions. Third, we derive design and
policy implications that center community knowledge, survivor support, and linguistic
justice as foundations for any credible response to synthetic media harm in the Global
South.

2 Literature Review

2.1 Deepfakes and the Erosion of Democratic Trust

Deepfakes threaten democratic institutions through several reinforcing mechanisms.
Experimental evidence shows that even modest synthetic content such as fabricated
footage of infrastructure failure produces measurable increases in distrust of government
(Ahmed et al. 2025). Highly plausible deepfakes that subtly distort rather than wildly
fabricate exert stronger delegitimizing effects on officeholders than crude fabrications,
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precisely because their realism makes refutation more difficult (Hameleers, Van Der
Meer, and Dobber 2024). Pawelec (2022) identifies the deeper democratic injury: by
undermining citizens’ capacity for evidence-based deliberation, deepfakes threaten
the core functions of democratic life—empowered inclusion, agenda-formation, and
collective decision making. These direct harms are compounded by the “liar’s dividend,”
whereby political actors exploit public awareness of deepfakes to dismiss authentic
recordings as synthetic, further eroding trust in journalism (Schiff, Schiff, and Bueno
2024). Synthetic media is thus not merely a vector for disinformation but an active force
restructuring the epistemic foundations on which democratic legitimacy depends.

2.2 The Limits of Global North Trust & Safety Frameworks

Yet the T&S frameworks developed to govern synthetic media are structurally ill-equipped
to address this crisis outside the contexts in which they were designed. Platform
moderation systems are built overwhelmingly for English and a few high-resource
languages, failing systematically when deployed for Tamil, Bengali, Sinhala, Hindi, Swahili,
and other languages spoken by the majority of global internet users (Shahid, Elswah,
and Vashistha 2025). This reflects design choices rather than mere resource constraints:
platforms headquartered in the Global North optimize for Northern linguistic, legal, and
cultural contexts, and disproportionately direct their misinformation and moderation
budgets toward the U.S. market even though the Global South constitutes the majority
of global internet traffic (De Gregorio and Stremlau 2023). The inequity extends into
the labor of moderation itself: content labeling is outsourced to workers in Kenya,
the Philippines, and elsewhere in the Global South, while modeling, policy design,
and governance authority remain concentrated in Western tech centers—what Das
et al. (2024) describe as a colonial division of labor. Content policies likewise embed
Western liberal assumptions about speech, harm, and privacy that translate poorly into
other legal and cultural regimes, suppressing legitimate local expression while failing to
detect genuine harm (Balendra 2025; Shahid, Elswah, and Vashistha 2025). Users in the
Global South consequently experience systematic mis-moderation, under-moderation,
and policy mismatch. Addressing this requires decentralizing governance authority,
incorporating local expertise into policy and model design, and treating moderation
as a culturally situated practice rather than a technically universal one.

2.3 Deepfakes in the South Asian Context

South Asia combines some of the world’s fastest-growing digital populations with fragile
democratic institutions, deep linguistic heterogeneity, entrenched gender inequality,
and platform governance systems not designed for its realities, yet empirical deepfake
research grounded in the region remains sparse. The following subsections review what
is known about deepfake perception, harm, legal response, and media literacy in India,
Bangladesh, and Sri Lanka, moving from the most to the least studied context, before
identifying the cross-cutting gaps this study addresses.



Gamage et al. 5

2.3.1 India: Aspirational Al, electoral manipulation, and regulatory gaps

India’s relationship with synthetic media is shaped by a paradox: widespread concern
about deepfake misuse coexists with unusually high public trust in AI. A 2025 KPMG
global survey found that approximately 76% of Indian respondents expressed confidence
in using A, well above the global average (KPMG 2025). Kapania et al. (2022) document
a pronounced deference to Al authority among Indian users, who describe Al systems
as inherently right and safe and extend them trust even in the absence of demonstrated
reliability, a disposition with direct implications for deepfake susceptibility. Consistent
with this disposition, a 142-country comparative study found South Asia among the
regions least concerned about online misinformation, with only 32.2% of respondents
expressing high concern (Newman et al. 2024).

This low concern sits in tension with documented harm at scale. The 2024 Lok Sabha
election marked an unprecedented inflection point: AI-generated videos and voice clones
impersonating political leaders and Bollywood celebrities—including fabricated endorse-
ments attributed to Aamir Khan and Ranveer Singh—circulated widely across regional-
language platforms (Kalra, Vengattil, and Pandya 2024; Das 2024), prompting formal
warnings from the Election Commission of India to political parties (Joy 2024). In the
months surrounding the vote, over 50 million Al-generated voice-clone calls were re-
portedly made to voters, part of a rapidly professionalizing synthetic-media campaign
industry (Christopher and Bansal 2024). Political actors have thus not merely encoun-
tered deepfakes as a threat but actively adopted generative Al as an electoral instrument.
Susceptibility is compounded by this deference to institutional and technological author-
ity (Kapania et al. 2022), while the stronger delegitimizing power of subtle deepfakes
(Hameleers, Van Der Meer, and Dobber 2024) and the liar’s dividend (Schiff, Schiff, and
Bueno 2024) carry particular salience in India’s complex multi-party electoral environ-
ment.

India has no deepfake-specific legislation. Existing responses rely on the Information
Technology Act, 2000 Section 66E (unauthorized publication of private images), Section
66D (online impersonation), and Sections 67-67B (circulation of obscene and sexually ex-
plicit material) (GOI 2000) supplemented by the IT Rules, 2021, which require platforms
to remove deepfake or morphed content within 24 hours of a user complaint (MEITY
2021), and the 2022 Digital Personal Data Protection Bill's consent framework, grounded
in the right to privacy upheld in Justice K.S. Puttaswamy v. Union of India (SCI 2017).
Scholars nonetheless agree these frameworks are substantially inadequate: recent legal
scholarship identifies compounding deficiencies of definitional vagueness, slow and
resource-intensive enforcement, and the absence of victim-centered remedies for those
targeted by synthetic sexual imagery (Kashyap 2025). Cybercrime against women in In-
dia has long left victims navigating multiple overlapping and often inaccessible statutes
(Halder and Jaishankar 2016), a burden that AI-driven abuse now compounds. The
scholarly consensus calls for a multi-pronged strategy integrating legislative reform,
technological innovation, and public education, with digital literacy understood as a
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rights-protective capacity rather than a consumer skill (Kashyap 2025).

2.3.2 Bangladesh: Vulnerable populations, literacy gaps, and governance
failures

Research on deepfakes specific to Bangladesh remains scarce, but converging evidence
identifies low-digital-literacy populations as the most acutely vulnerable. Experimental
work shows that people are generally unable to detect deepfakes reliably while over-
estimating their own ability to do so (K6bis, Dolezalova, and Soraperra 2021), and that
exposure to political deepfakes increases uncertainty and erodes trust in news (Vaccari
and Chadwick 2020). Older users combine lower technology engagement with high trust
in video as an evidential medium and are disproportionately likely to believe and share
false content (Brashier and Schacter 2020; Guess, Nagler, and Tucker 2019), a vulnerabil-
ity visible in the health misinformation circulating on Bangladeshi social media (Al-Zaman
2021). More encouragingly, even brief media literacy interventions measurably improve
users’ ability to discern false and manipulated content, including in South Asian settings
(Guess et al. 2020), and scholars agree that building such literacy capacity is a more
durable defense than detection software, which the evolution of generative Al consis-
tently outpaces (Mirsky and Lee 2022). Yet the populations most in need—rural women,
elderly users, those with limited formal education—are precisely those least reached by
existing programs, which tend to be urban, English-language, and device-dependent.
Language compounds every other barrier: most detection and literacy resources are
unavailable in Bengali, and research engaging Bengali-speaking users or Bangladeshi
digital culture remains rare (Das et al. 2024), leaving the communities most at risk unable
to access even nominally existing protections.

Bangladesh’s regulatory landscape is underdeveloped even relative to the already-
inadequate frameworks in India and Sri Lanka. The country has no deepfake-specific
legislation, and the Digital Security Act, 2018 has been criticized not for failing to protect
deepfake victims but for being actively weaponized against journalists and activists—
the very populations most targeted by synthetic abuse (Article 19 2020; HRW 2020).
Victims thus face a legal environment in which the primary digital safety statute may itself
threaten their safety, prompting calls for reform that distinguishes content regulation as
accountability from content regulation as repression (HRW 2020). On the technical side,
automated detection and moderation systems built for high-resource languages perform
substantially worse on Bengali content (Shahid, Elswah, and Vashistha 2025; Das et
al. 2024); ordinary users cannot be assumed to detect synthetic content unaided, since
people systematically overestimate their own detection ability (Kébis, DoleZalova, and
Soraperra 2021); and vulnerable groups receive almost no attention in existing technical
research despite being disproportionately affected. Scholars consistently call for multi-
stakeholder collaboration among technologists, policymakers, educators, journalists,
and community leaders, but note that no coordinating institutional infrastructure for Al
governance yet exists in the country.
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2.3.3 Sri Lanka: Ethnic polarization, documented harm, and an absent evidence
base

Sri Lanka has received the least scholarly attention of the three countries, despite
presenting a harm configuration that is in some respects the most acute. Its post-conflict
history of ethnic polarization between Sinhalese, Tamil, and Muslim communities creates
conditions in which manipulated media targeting one community or impersonating a
leader from another can escalate to offline communal harm with unusual speed, as
documented in analyses of Facebook-borne hate speech in Sri Lanka and of the platform’s
role in the 2018 anti-Muslim violence (Samaratunge and Hattotuwa 2014; Taub and
Fisher 2018)—a “combustibility” theorized in the broader deepfake literature (Pawelec
2022) but never empirically studied in the Sri Lankan context. Documented incidents
span financial fraud, political manipulation, and reputational attack: AI-generated videos
impersonating the Governor of the Central Bank of Sri Lanka promoted fraudulent
investment schemes in early 2025 (Popowicz 2025); deepfakes of cricket legend Kumar
Sangakkara falsely depicted him endorsing commercial products (Newswire 2025);
and a synthetic video of President Anura Kumara Dissanayake endorsing a fraudulent
government investment scheme confirmed as Al-generated by Sri Lanka CERT and
the Presidential Media Division became one of the region’s most high-profile political
deepfake cases (Atherton 2025). The pattern is consistent: high-trust institutional and
cultural figures are synthetically impersonated to exploit public confidence.

Sri Lanka’s legal framework is similarly underdeveloped: there is no deepfake-specific
legislation, and existing cybercrime provisions do not adequately cover Al-generated
content used for financial fraud or reputational attack. Institutional capacity is concen-
trated in Sri Lanka CERT, which has played a reactive verification role in high-profile
cases but lacks the mandate or resources for proactive governance (Atherton 2025).
Digital literacy programs addressing synthetic media are nascent and largely confined to
urban, English-medium contexts, leaving most Sinhala- and Tamil-speaking communities
outside Colombo without access to protective information or tools. Scholarly research
on deepfakes in Sri Lanka is almost entirely absent; what exists consists of journalis-
tic documentation of individual incidents (Popowicz 2025; Newswire 2025; Atherton
2025) and civil society reports linking synthetic media to unresolved ethnic tensions and
weak digital governance infrastructure (Balendra 2025). This absence is itself a form
of governance failure: without research that systematically maps the harm landscape,
the evidence base for policy reform and community intervention remains thin, a gap this
study addresses directly.

2.4 Cross-Cutting Gaps and the Case for Participatory Research

Across the three contexts, this literature reveals four cross-cutting gaps that motivate
the present study. First, existing research is predominantly quantitative and survey-
based, measuring individual awareness and attitudes without capturing the structural,
institutional, and community-level dynamics through which deepfake harm is encoun-
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tered, interpreted, and navigated in practice. Second, the populations most acutely
affected—rural women, queer individuals, linguistic minorities, low-literacy users—are
systematically underrepresented in existing research. Third, governance research is frag-
mented across legal, technical, and literacy domains, with few studies examining how
these domains interact and where their combined failures leave communities exposed.
Fourth, and most fundamentally, the communities most affected by deepfake harm in
South Asia have not been positioned as agents of knowledge production in the research
that purports to document their experience (Shahid and Vashistha 2023; Birhane et
al. 2022). This study addresses these gaps through a multi-country participatory design
that centers stakeholder expertise, foregrounds vulnerable community perspectives,
examines governance across legal, technical, and literacy dimensions simultaneously,
and treats affected communities as co-producers of the knowledge needed to respond
to deepfake harm.

3 Methods

To investigate how deepfakes are perceived, experienced, and addressed within South
Asian digital ecosystems, we employed a multi-country participatory qualitative research
design grounded in Human—Computer Interaction (HCI) and critical data studies. Be-
cause deepfake harms in Sri Lanka, India, and Bangladesh are shaped by culturally em-
bedded vulnerabilities, linguistic diversity, and socio-political sensitivities, a top-down or
solely technical approach would have been insufficient; our participatory workshop model
instead foregrounds local knowledge, lived experience, and collective sense-making as
primary sources of evidence. Two questions guided the research:

- RQ1: How do stakeholders in Sri Lanka, India, and Bangladesh perceive and
experience the social, political, and personal harms of deepfakes?

« RQ2: What locally grounded governance, literacy, and design interventions do
stakeholders propose to enhance Trust & Safety in their digital ecosystems?

3.1 Research Design and Methodological Rationale

Our multi-sited, participatory qualitative design draws on participatory action research
and co-design traditions within HCI (Hayes 2011; Sanders and Stappers 2008), for three
reasons. First, deepfake harm ecosystems in South Asia are deeply context-dependent:
political configurations, legal frameworks, linguistic landscapes, and cultural norms
vary significantly across the three countries, making single-site or survey-based ap-
proaches ill-suited to capture local nuance. Second, Global South communities have
historically been positioned as objects of study rather than agents of knowledge produc-
tion in technology research (Irani et al. 2010; Dourish and Mainwaring 2012), making
a participatory framework both methodologically appropriate and ethically necessary.
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Table 1: Overview of participatory workshops.

Country Participants  Stakeholder Groups Represented Date

Sri Lanka 15 Journalists, NGOs, educators, technologists ~ April 2025

India 22 Fact-checkers, lawyers, academics, activists ~ August 2025

Bangladesh 12 Lawyers, media activists, students, September 2025
feminists

Third, the interventions most likely to succeed are those developed with, rather than for,
local stakeholders. Each workshop combined guided discussion, experiential learning,
scenario-based provocation, and collaborative ideation, following the same methodologi-
cal scaffold for cross-country comparability while adapting language, cultural references,
and scenario content to each national context.

3.2 Participant Recruitment and Sampling

Participants were recruited through purposive and snowball sampling, prioritizing di-
versity of professional background, gender, and institutional affiliation. In each country
we targeted stakeholders who navigate digital information environments professionally
and bear direct or indirect exposure to deepfake harms: journalists and fact-checkers,
lawyers and policy advocates, educators, civil society practitioners and activists, and
academics studying media, law, or technology. This multi-stakeholder approach was
intentional: understanding deepfake governance requires perspectives from those who
detect harm, those who litigate it, those who are victimized by it, and those who educate
against it. Initial participants were identified through the University of Colombo’s estab-
lished HCI Lab networks across South Asia, with subsequent recruitment via professional
referrals within each country’s journalism, legal, and civil society ecosystems. Participa-
tion was voluntary and unincentivized; all participants provided informed consent and
later received a debrief and summary of cross-country findings. A total of 49 participants
took part: 15 in Sri Lanka, 22 in India, and 12 in Bangladesh, with 60% female and 40%
male representation; demographics are reported at a general level to protect anonymity.
Variation in sample size reflects the differing depth of established research networks
and the logistics of the online format; despite the smaller Bangladesh sample, partici-
pants there included feminist scholars and student activists whose voices are frequently
absent from formal policy discussions on deepfake governance. Table 1 summarizes the
participant distribution.

3.3 Workshop Design and Procedures

Each workshop was conducted online via video conferencing, enabling participation
from geographically dispersed locations and reducing the power asymmetries that
can arise in in-person academic venues. Sessions ran approximately three hours and
were facilitated by two to three researchers with expertise in HCI, media studies, or
digital governance, at least one fluent in the dominant local language (Sinhala and
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Tamil for Sri Lanka; Hindi and English for India; Bengali and English for Bangladesh).
All workshops followed the research team’s participatory research protocol, structured
around five sequential activities held constant across sites for analytical comparability
and summarized in Table 2. Activities 1 and 2 addressed RQ1, generating evidence of
how stakeholders perceive and experience deepfake harms; Activity 3 extended RQ1 by
surfacing stakeholders’ reasoning about institutional responsibilities and governance
failures under realistic crisis conditions; Activities 4 and 5 addressed RQ2, shifting from
problem diagnosis to solution generation and collective prioritization. This sequence
was deliberate: grounding participants in concrete experiences and scenarios before
co-design ensured that proposed interventions were anchored in lived and professional
realities rather than abstract preferences.

3.3.1 Activity 1: Spot the Fake

Each workshop opened with a structured media-evaluation exercise in which partici-
pants assessed a curated set of real and Al-generated images, audio clips, and short
videos, localized to each country’s media landscape (Sri Lankan political figures, Indian
electoral content, Bangladeshi social media posts), judging authenticity and articulating
their reasoning aloud or in a shared digital workspace. The activity established base-
line awareness and detection skill, surfaced the intuitive heuristics participants use
when evaluating digital media—which later formed an inductive coding category—and
grounded subsequent discussion in concrete, shared experience rather than abstract
theorizing.

3.3.2 Activity 2: Experience Sharing

The second activity was an open facilitated forum in which participants shared personal
or professionally observed incidents involving deepfakes or Al-generated misinforma-
tion. Facilitators used broad opening prompts (e.g., “Have you or someone you know
encountered a deepfake in your professional or personal life? What happened?”) and
probed for narrative depth, with participants encouraged to speak in their preferred
language and real-time interpretation provided where needed. This activity generated
some of the richest data in the study: journalists described receiving synthetic audio
clips purporting to be from politicians and grappling with whether to report on or debunk
them; lawyers recounted the legal dead-ends faced by women whose faces were used
in non-consensual synthetic pornography; educators described students circulating
deepfake content as entertainment, unaware of its political origins; and fact-checkers
discussed synthetic content spreading through encrypted messaging platforms faster
than verification was possible. These accounts, recorded with informed consent and
transcribed, were the primary data source for RQ1.
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3.3.3 Activity 3: Scenario Probing

In the third activity, small groups of three to five participants deliberated on hypothetical
but contextually realistic crisis scenarios tailored to each country’s political and social
environment, each designed to surface tensions between competing values—free expres-
sion versus harm prevention, platform accountability versus state censorship, individual
privacy versus collective safety. Scenarios included:

« Sri Lanka: A deepfake video showing a prominent politician confessing to elec-
tion fraud circulates on WhatsApp days before a national election. What should
journalists, platforms, and election authorities do?

- India: A synthetic voice clone of a Bollywood celebrity is used in a robocall
campaign to endorse a political candidate without the celebrity’s consent. Who
bears responsibility, and what legal recourse is available?

- Bangladesh: A non-consensual deepfake pornographic video targeting a female
journalist circulates on Telegram and Facebook. She contacts police, a lawyer, and
a civil society organization. What happens next?

Groups discussed their scenarios for approximately 20 minutes before reporting back to
the full workshop. Facilitators pressed participants to identify not only ideal responses
but also the legal, institutional, technical, and social barriers that would prevent such
responses in practice, generating data on perceived trust and safety gaps and existing
coping strategies that experience sharing alone did not always surface.

3.3.4 Activity 4: Co-Design Session

The co-design activity moved from problem identification to solution generation. Working
in mixed-stakeholder groups on a shared digital whiteboard (Miro), participants collabo-
ratively designed interventions addressing the harms and gaps identified in the preceding
activities, loosely structured around three domains—legal and regulatory frameworks,
media and digital literacy, and technological tools—while being encouraged to combine
domains and to ground proposals in their country’s specific legal, cultural, and linguistic
conditions. Facilitators documented all proposals in real time, ensuring that all voices
were captured and no single stakeholder group dominated. This activity was the primary
data source for RQ2.

3.3.5 Activity 5: Collective Prioritization

Finally, participants collectively prioritized the co-designed interventions through a
structured dot-voting exercise guided by three criteria: urgency, feasibility, and local
relevance. A plenary discussion then examined the highest-ranked interventions in
depth, with participants articulating the reasoning behind their choices. This prioritization
triangulated and validated the co-design outputs, distinguishing proposals that generated
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Table 2: Workshop structure and purpose.
Activity Description Purpose

Spot the Fake

Experience Sharing

Scenario Probing

Co-Design Session

Collective Prioritization

Participants evaluated real
vs. Al-generated media
(images, audio, and video).

Open forum to recount
personal or observed
incidents of deepfake harms.

Groups responded to
hypothetical crises (e.g.,
election deepfake,
harassment case).

Participants generated
intervention ideas across law,
literacy, and technology.

Ideas were ranked based on
feasibility, urgency, and local

Assess the understanding
and intuitive detection skills;
surface heuristics.

Identify context-specific
harms and lived experiences.

Understand reasoning, risk
perception, and decision
paths.

Elicit community-driven
solutions.

Identify actionable,
high-impact interventions.

relevance.

initial enthusiasm from those participants judged genuinely actionable within their socio-
institutional contexts; the resulting data identified the most policy-relevant, community-
endorsed interventions for each country, as reported in the Findings.

3.4 Data Collection

Each workshop generated multiple overlapping data streams. Where participants spoke in
Sinhala, Tamil, Hindi, or Bengali, native-speaker members of the research team produced
direct translations alongside the original-language transcripts, preserving linguistic
specificity and cultural resonance; transcripts were reviewed against recordings for
accuracy. Facilitators maintained detailed contemporaneous field notes capturing small-
group dynamics, moments of consensus or disagreement, and power dynamics not fully
legible in the audio record. Digital whiteboard exports from Miro preserved the visual
outputs and voting distributions of the co-design and prioritization activities, and chat
logs captured the links, comments, and examples participants typed in parallel with
discussion. Together, these multi-modal sources formed a rich corpus for analysis.

3.5 Analytical Approach

The corpus—session transcripts, chat logs, whiteboard exports, facilitator field notes, and
prioritization voting data—was analyzed using reflexive thematic analysis (RTA) (Braun et
al. 2022), selected for its epistemological alignment with our participatory, interpretivist
design: RTA treats themes as actively constructed through the researcher’s engagement
with the data, shaped by theoretical commitments and reflexive awareness of position-
ality, rather than as latent structures awaiting discovery. Three researchers, each with
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primary expertise in a different national context, independently familiarized themselves
with and open-coded the full corpus, grounding codes in participants’ own language
wherever possible; codes were organized into candidate themes through iterative team
meetings attending to convergence and productive disagreement. Coding combined in-
ductive strategies, capturing emergent and locally specific insights, with deductive codes
guided by existing literature on deepfake harms, T&S frameworks, and digital governance
in the Global South. Analysis was organized around four dimensions corresponding to
the research questions and workshop activities: perceived threats and harms (political
manipulation, gendered violence, communal tensions, identity spoofing, reputational
damage); trust and safety gaps (platform inaction, linguistic invisibility, limited detection
tools, weak legal infrastructures); existing coping mechanisms (informal verification,
peer-to-peer literacy, trusted community intermediaries); and proposed interventions
(legal reforms, media literacy programs, provenance technologies, community support
systems). Iterative theme-refinement sessions sharpened theme boundaries and re-
solved interpretive disagreements, supported by analytical memos maintained by each
researcher for transparency and reflexivity. Themes were then compared across Sri
Lanka, India, and Bangladesh to identify cross-cutting patterns and country-specific
distinctions.

3.6 Ethical Consideration

The study received institutional ethical approval from the University of Colombo ethics
review committee. All participants provided informed consent via Google Forms before
the workshops, having received a plain-language information sheet describing the study’s
aims, data collection methods, intended outputs, and their rights, including withdrawal
at any point without consequence; all agreed to recording, transcription, and the use
of anonymized excerpts in publications. Given the sensitivity of the subject matter,
facilitators were trained to recognize and respond to participant distress; ground rules
for respectful, confidential sharing were established at the outset, and participants
could decline to answer or speak off the record at any time. No participant withdrew or
removed contributions from the corpus. To protect confidentiality, all direct quotations
are attributed only by country, professional role, and gender (e.g., ‘female journalist, Sri
Lanka’), and—given the political sensitivity of deepfake discourse in all three countries—
every quotation was reviewed to ensure it could not be traced back to an individual
through contextual inference.

3.6.1 Positionality and reflexivity

The design, facilitation, and analysis of participatory research are never neutral acts.
Our team includes scholars based in Sri Lanka with collaborative ties to institutions in
India, Bangladesh, and the Global North—simultaneously partial insiders, with linguis-
tic competence, professional networks, and cultural familiarity, and academics whose
practices are shaped by Global North disciplinary norms and publication incentives. We
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navigated this tension by centering participants’ own framings and vocabularies through-
out analysis, having country-specific findings reviewed for accuracy and resonance by
co-investigators from each context, and resisting the impulse to flatten contextual varia-
tion into universally applicable frameworks. We also acknowledge that our stakeholder
groups, while deliberately diverse, are not a representative sample of the populations
affected by deepfakes in South Asia: professionals with digital access are likely to have
more developed vocabularies for describing deepfake harm than the general public,
particularly rural and low-literacy communities. The findings reflect the perspectives
of stakeholders in governance and advocacy roles rather than the experiences of all
affected individuals, and should be interpreted accordingly.

4 Results

Findings are organized by research question and country. RQ1 (perceived and expe-
rienced harms) draws on open-discussion transcripts, facilitator notes, and activity
outputs, analyzed through reflexive thematic analysis; RQ2 (proposed governance, liter-
acy, and design interventions) draws on co-design outputs and collective prioritization.
Participant-proposed interventions are consolidated in Table 3, and a cross-country
comparison of harm themes is presented in Table 4.

4.1 RQ1: Perceived Harms and Experiences

Sri Lanka: Participants articulated deepfake harm primarily through the lens of demo-
cratic fragility and ethnic polarization. Journalists and technologists described AlI-
generated videos of politicians—including simulated confessions, fabricated policy an-
nouncements, and synthetic entertainment content—circulating widely on WhatsApp
and Facebook in Sinhala and Tamil, languages poorly served by automated moderation
systems. A recurring concern was the weaponization of deepfakes in pre-election periods:
synthetic content targeting female candidates had both a psychological silencing effect
and the practical consequence of suppressing voter trust. The “Spot the Fake” activity
revealed that even digitally experienced participants struggled to identify AI-generated
political imagery when it was contextualized within familiar media narratives. Partici-
pants stressed that Sri Lanka’s post-conflict ethnic tensions create a uniquely volatile
environment in which manipulated content portraying members of one ethnic group as
making provocative statements can escalate to offline communal harm with unusual
speed, and noted that low-cost smartphone AI applications have democratized synthetic
content production, making reactive moderation inadequate as a primary defense.

Structural trust and safety gaps centered on platform inaction: content takedown
requests were reported as routinely ignored or rejected on grounds that did not account
for Sri Lankan cultural and linguistic contexts. A technologist demonstrated during the
workshop how clearly manipulated political content in Sinhala had remained online for
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weeks despite multiple reports, while superficially similar English-language content was
removed within hours—experienced not as a technical limitation but as a manifestation of
structural power imbalances in Global North—centric platform governance. Participants
also noted the absence of deepfake-specific legislation in Sri Lanka and the insufficient
localization of detection tools for Sinhala-language content.

Existing coping strategies relied on established journalist networks and civil society
coalitions including organizations such as Sri Lanka CERT and Watchdog for informal veri-
fication and escalation of egregious cases to platform trust and safety teams via personal
contacts, alongside individual heuristics of cross-referencing sources, checking meta-
data, and consulting known fact-checkers as primary tools of epistemic defense.

India: The largest workshop, with 22 participants from fact-checking organizations, legal
practice, academia, and media literacy NGOs, produced findings notable for their breadth
across harm domains. Participants shared detailed experience of the 2024 Lok Sabha
election cycle, during which AI-generated robocalls, voice clones of political leaders, and
fabricated celebrity endorsements circulated at unprecedented scale across regional-
language ecosystems; a fact-checker from a national verification organization described
the practical impossibility of responding to synthetic content in Hindi, Marathi, and Tamil
simultaneously with detection tools trained primarily on English-language data. Health
misinformation emerged as particularly urgent: participants described a proliferation of
Al-generated videos featuring synthetic doctors dispensing dangerous medical advice to
elderly and low-literacy populations through WhatsApp forward chains, including one
case in which a deepfake video of a medical professional recommending an unproven
treatment led a patient to abandon prescribed medication. Participants also documented
the “liar’s dividend”: political actors instrumentalizing deepfake awareness to dismiss
legitimate recordings as synthetic in adversarial contexts.

Trust and safety gaps included platform inaction on verified reports of synthetic election
content—one fact-checker received automated rejections citing insufficient evidence
despite submitting forensic documentation; IT Act provisions described as slow and
difficult to invoke in practice; and detection tools that were either not localized for South
Asian languages and visual contexts or not publicly accessible at the needed scale.
Distrust in Al tools and data privacy concerns were also prominently raised, a theme
largely absent in the other two workshops.

Coping strategies included collaborative verification networks in which multiple fact-
checking organizations shared intelligence about suspicious content in real time, with the
Deepfakes Analysis Unit (DAU) cited as a notable institutional effort combining technical
detection with policy advocacy; several participants were already collaborating with it.
Participants acknowledged these practices, along with individual cross-referencing and
consultation of known fact-checkers, as fragile and inaccessible to rural and low-literacy
populations.
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Bangladesh: The workshop generated the most concentrated and emotionally charged
discussion of the three sessions, centering on women as disproportionate targets of
deepfake harm. Participants including a lawyer, feminist researchers, and civil society
activists described non-consensual synthetic pornography, manipulated intimate images
used for extortion, and fake social media accounts as routine vectors of harassment
against women in public life, including journalists, activists, and students. A lawyer
recounted multiple cases in which clients presented evidence of deepfake abuse only
to encounter a complete absence of applicable legal provisions, as Bangladesh at the
time had no legislation addressing AI-generated content or image-based sexual abuse.
Victims from marginalized communities such as queer individuals, indigenous women,
and rural users faced compounded vulnerabilities: more likely to be targeted, with
fewer institutional channels for redress. The psychological dimension was particularly
prominent: participants described clients experiencing severe anxiety, social withdrawal,
and in extreme cases suicidal ideation following victimization. Health misinformation also
surfaced, with Al-generated health videos spreading through Bengali WhatsApp chains
among older users who place high trust in video content featuring apparent medical
authority.

Trust and safety gaps included the complete absence of platform contacts to receive
takedown complaints—described by a lawyer participant as making even initiating a re-
moval process impossible—and a digital safety framework offering victims little practical
recourse; distrust in Al tools and data privacy concerns were strongly foregrounded as a
primary theme, and victims from marginalized communities faced structural invisibility
in both legal and platform-facing redress channels. Coping strategies centered on fem-
inist civil society organizations that had developed peer support networks for victims
of image-based abuse, providing legal referrals, emotional support, and practical guid-
ance through encrypted channels participants regarded as safer than formal reporting
mechanisms.

4.2 RQ2: Proposed Interventions

Across all three workshops, legal reform ranked as the most urgent intervention domain
and media and digital literacy as the second; Table 3 consolidates the full set of proposals
by domain and country, and we summarize the country-specific emphases here.

Sri Lankan participants prioritized deepfake-specific electoral legislation with penalties
for political misuse and victim protection provisions; gamified detection tools for stu-
dents and community awareness programs attentive to ethnic and linguistic diversity;
locally built verification technology, including LLM-based multimodal detection, browser
extensions, and a volunteer-sourced deepfake database; victim-support platforms con-
necting NGOs with affected individuals and mental health referral pathways; and faster,
more transparent takedown processes with community-based flagging.

Indian participants focused on strengthening existing frameworks: clearer definitional
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Table 3: Participant-proposed interventions by domain and country.

Intervention Domain

Sri Lanka

India

Bangladesh

Legal & Regulatory
Reform

Media & Digital Literacy

Technology & Detection
Tools

Victim Support &
Community
Infrastructure

Platform Accountability

Deepfake-specific
legislation; penalties for
political misuse; victim
protection provisions in
electoral law

Gamified detection
tools for students;
community awareness
programs accounting
for ethnic and linguistic
diversity

Automated verification
platform for Sri Lankan
context; LLM-based
multimodal detection;
browser extensions for
social media
monitoring;
volunteer-sourced
deepfake database

Victim-centric response
platforms connecting
NGOs with affected
individuals; mental
health referral
pathways; debunking
tools for rapid
correction

Faster content
takedown processes;
community-based
content flagging
mechanisms;
transparency in
moderation decisions
for local-language
content

Clearer definitional
frameworks within IT
Act; faster enforcement
of IT Rules 2021;
stricter platform
takedown obligations

School curriculum
integration as sustained
component;
multilingual public
campaigns; training for
healthcare
professionals to identify
synthetic medical
content

Deepfake content
labeling standards;
collaboration between
fact-checkers and
Deepfake Analysis Unit
(DAU); AI Incident
Database integration

Grassroots initiatives in
local languages;
multi-stakeholder
accountability
coalitions;
survivor-centered legal
aid networks

Stricter enforcement of
existing IT Rules;
platform transparency
requirements;
independent oversight
of AI moderation
systems

Comprehensive new
cyber law modeled on
EU AI Act; explicit
provisions for
gender-based synthetic
abuse and image-based
violence

Literacy programs
targeting rural and
low-literate groups;
feminist advocacy
networks; approaches
adapted for students
without device access

South Asia—specific
detection tools;
Bengali-language
model training; tools
capable of processing
regional script and
audio

Safe and encrypted
reporting channels for
marginalized groups
(queer, indigenous,
rural women);
cross-disciplinary
support networks; peer
counseling programs

Platform liability for
non-removal of
deepfake content;
mandatory content
provenance labeling;
engagement with local
civil society in policy
design

provisions within the IT Act and faster enforcement of the IT Rules 2021; media literacy
integrated into school curricula as a sustained component—with specific attention to stu-
dents without device access, particularly girls—multilingual public campaigns, and train-
ing for healthcare professionals to identify synthetic medical content; deepfake content
labeling standards, fact-checker collaboration with the DAU, and AI Incident Database
integration; survivor-centered legal aid networks and multi-stakeholder accountability
coalitions; and platform transparency requirements with independent oversight of AI

moderation.

Bangladeshi participants called for building legal infrastructure from the ground up:
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Table 4: Cross-country comparison of key harm themes identified in workshops.

Theme Sri Lanka India Bangladesh
Gendered harms / non-consensual synthetic media v v V4
Political misinformation & electoral manipulation 4 4 v
Health misinformation via AI-generated content — V4 v
Financial scams / celebrity endorsement fraud v Ve'4 v
Low digital literacy among vulnerable populations v 4 4
Weak / absent national legal frameworks v v 4
Platform under-moderation in local languages 4 4 v
Psychological harm to victims (trauma, anxiety) v v v
Ethnic / communal tensions amplified by v v —
deepfakes
Distrust in Al tools & data privacy concerns - v 4
v/ =primary theme;  =present; — =absent or marginal.

comprehensive new cyber law modeled on international frameworks such as the EU
AI Act, with explicit provisions for gender-based synthetic abuse and image-based
violence; literacy programs targeting rural and low-literate groups and feminist advocacy
networks; South Asia—specific detection tools with Bengali-language model training;
safe, encrypted reporting channels for marginalized groups—queer, indigenous, and
rural women—with peer counseling programs; and platform liability for non-removal of
deepfake content alongside mandatory provenance labeling and engagement with local
civil society in policy design.

4.3 Cross-Country Thematic Comparison

Table 4 presents a structured comparison of the key harm themes identified across
the three workshops, where vV indicates primary concerns that occupied significant
discussion time and generated strong consensus, v indicates themes present and
substantively discussed, and — indicates themes absent or only briefly mentioned. The
comparison reveals both the cross-cutting nature of certain harms—gendered targeting,
platform under-moderation in local languages, and weak legal frameworks were salient
in all three contexts—and the country-specific primacy of particular harm types.

4.4 Triangulated Findings: Cross-Cutting Patterns and Country-Specific
Distinctions

Four cross-cutting patterns emerged across the three workshops. First, deepfake harm
in all three contexts is fundamentally gendered: women, particularly in public-facing
professional roles, are disproportionate targets across harm types—the most consis-
tent cross-country signal in the data. Second, the inadequacy of platform governance
for non-English content is experienced not as a technical inconvenience but as struc-
tural exclusion that amplifies harm in communities already under-resourced for digital
safety. Third, institutional channels for redress—legal, regulatory, and platform-facing—
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are perceived across all three contexts as effectively inaccessible to victims, creating
dependency on informal community networks whose sustainability is precarious. Fourth,
and most significantly for intervention design, participants in all three countries preferred
community-embedded, locally governed solutions over externally designed technical
fixes, reflecting a broader critique of top-down trust and safety paradigms that do not ac-
count for the knowledge, agency, and social organization of affected communities.

Country-specific distinctions matter equally. Sri Lanka’s unique vulnerability lies in the
intersection of deepfake harm with pre-existing ethnic polarization, creating the potential
for synthetic content to catalyze rapid communal violence. India’s challenge is one of
scale and institutional complexity: the diversity of languages, legal jurisdictions, and
harm types across over a billion internet users makes any single-point intervention inad-
equate. Bangladesh’s most pressing need is the construction of basic legal infrastructure,
accompanied by culturally sensitive support systems for victims who currently have
no institutional recourse. These distinctions carry direct implications for governance
frameworks, literacy interventions, and technological tools—a point to which we return
in the Discussion.

5 Discussion

Our participatory workshops surfaced findings that both corroborate and extend the
existing literature, while revealing structural gaps that Western-centric deepfake research
has largely failed to address. We reflect on four interconnected themes that cut across our
findings—the gendered architecture of deepfake harm, the structural failure of platform
governance in multilingual contexts, the tension between technological solutionism and
community-led resilience, and the limits of individual literacy as a defensive framework—
before turning to implications for design, policy, and future work.

5.1 Deepfake Harm as a Gendered and Intersectional Problem

That women were the disproportionate targets of deepfake abuse in all three countries
aligns with and deepens the literature on technology-facilitated gender-based violence
(Henry et al. 2020; Chesney and Citron 2019). Across all three countries, participants
described non-consensual synthetic pornography, fabricated images used for extortion,
and reputational attacks on female political candidates as routine. This resonates with the
foundational analysis by Chesney and Citron (2019) of deepfakes as tools of “democratic
collapse and personal destruction,” but our findings extend that account: the harms we
document are not primarily about societal-level epistemic uncertainty but about intimate,
targeted violence against individual women whose lives are materially disrupted.

Critically, deepfake harm is not uniformly gendered but intersectionally structured. In
Bangladesh particularly, participants emphasized that queer individuals, indigenous
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women, and rural users are more likely to be targeted, less likely to have access to
legal recourse, and less visible to platform governance systems. This intersectional
dimension is largely absent from existing deepfake literature, which has tended to treat
gender as a binary variable rather than one axis of a more complex matrix of vulnerability
(Scheuerman et al. 2020). Deepfake research and governance frameworks should adopt
an explicitly intersectional lens, attending to how caste, class, sexuality, and geographic
marginality compound the harms synthetic media can inflict.

The psychological harms participants described also demand attention from the HCI
community. Design responses to deepfake harm have focused predominantly on detec-
tion and removal, but our findings suggest victim support infrastructure is at least as
urgent a design challenge, echoing calls in the technology-facilitated abuse literature
for “survivor-centered design” that centers the safety, agency, and emotional needs of
those harmed rather than the technical properties of the harmful content itself (Freed
et al. 2018; Havron et al. 2019).

5.2 The Structural Failure of Platform Governance in Multilingual Contexts

A second major theme concerns the systematic failure of platform T&S infrastructure
to serve users in South Asian languages. Participants in all three workshops described
content in Sinhala, Bengali, Tamil, and Hindi that they had personally verified as synthetic
remaining online despite multiple reports, while comparable English-language content
was removed quickly. This asymmetry is not merely anecdotal: the audit by Shahid,
Elswah, and Vashistha (2025) of automated moderation pipelines for low-resource
languages demonstrates that such systems exhibit systematic colonial biases. Our
findings show the human consequences of this structural bias: the moderation gap
is not a neutral technical limitation but an active mechanism through which platform
governance reproduces the power asymmetries of the Global North.

This connects to what De Gregorio and Stremlau (2023) call the “inequalities of content
moderation”—platform policies designed for high-resource linguistic and legal environ-
ments consistently failing users in the Global South. Our participants’ accounts make the
lived experience of this failure visible: journalists unable to have verified synthetic politi-
cal content removed before an election; lawyers unable to identify a platform contact
to receive a victim’s takedown request; fact-checkers receiving automated rejections
of forensically documented reports. These are not edge cases but systemic conditions
shaping the information environment experienced by the majority of the world’s internet
users.

The colonial division of labor Das et al. (2024) identify in natural language processing—
Global South workers performing the labeling labor that trains moderation systems while
Global North institutions retain design and policy control—was echoed in participants’
own relationships to platform governance: several India participants contributed to fact-
checking databases that fed platform moderation pipelines while having no meaningful
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influence over how that data was used. Decentralizing platform governance is thus not
simply a technical challenge but a political one, requiring deliberate redistribution of
decision-making authority toward the communities most affected by synthetic media
harm.

5.3 Beyond Technological Solutionism: Community Knowledge as
Infrastructure

A recurring tension in our workshops was between participants’ awareness of techno-
logical detection tools and their skepticism that such tools could adequately address
the harms they were experiencing—a tension that maps onto the wider HCI debate
about technological solutionism, the tendency to frame complex social problems as
technical puzzles amenable to engineering fixes (Morozov 2013). Participants were not
opposed to technology; the Sri Lanka and India workshops generated sophisticated
proposals for detection platforms, browser extensions, and LLM-based multimodal verifi-
cation systems. But they consistently embedded these proposals within a larger vision of
community-governed infrastructure in which technology serves human judgment rather
than replacing it.

This vision resonates with the call by Sengers et al. (2005) for “reflective design,” which
surfaces and interrogates the values embedded in technical systems and makes space
for communities to shape them, and with recent work on participatory Al governance
arguing that effective oversight of Al systems in the Global South requires genuine co-
production of governance frameworks, not merely consultation (Birhane et al. 2022). Our
co-design findings suggest that South Asian stakeholders possess substantial, largely
untapped expertise about the social dynamics of deepfake harm in their own contexts—
expertise that neither platform governance systems nor academic research programs
have systematically engaged.

The informal coping strategies our participants described—collaborative journalist veri-
fication networks in India, feminist peer-support systems in Bangladesh, civil society
coalitions in Sri Lanka—are not merely workarounds for institutional failure. They are
forms of community knowledge infrastructure that have evolved in direct response to the
inadequacy of formal governance, embodying sophisticated local understanding of how
synthetic media harm propagates in specific cultural and linguistic environments. New
tools and platforms should therefore augment and formalize these networks rather than
replace them: interoperating with existing community channels (including the encrypted
messaging platforms that serve as primary communication infrastructure in all three
contexts), supporting local-language interfaces, and keeping governance of the tools
themselves in community hands.
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5.4 Rethinking Literacy: From Individual Skill to Collective Resilience

Media and digital literacy emerged as a top-ranked intervention in all three workshops,
but participants consistently reframed the concept: not as an individual cognitive skill
of detecting manipulation in a given piece of content, but as a collective, relational,
and culturally embedded form of resilience inseparable from community trust, institu-
tional accountability, and political power. This reframing aligns with recent scholarship
critiquing the “deficit model” of media literacy, which locates the problem of misinfor-
mation in individual cognitive failures and its solution in individual detection training
(Pennycook and Rand 2021; Wineburg and McGrew 2019).

The deficit model is particularly inadequate in South Asian contexts for two reasons. First,
the scale and speed of deepfake circulation through encrypted platforms like WhatsApp
and Telegram—largely beyond the scope of platform moderation—means individual
detection skill is insufficient as a primary defense: as India participants noted, by the
time a single user identifies fabricated content, it may already have reached millions
through forward chains. Second, the social dynamics of trust, in which content shared by
a trusted family member or religious authority is believed regardless of verifiability, mean
that detection skill alone does not translate into resistance to harm (Banaji et al. 2019).
What is needed are community-level structures that make trusted verification accessible
at the point of encounter with synthetic content, rather than requiring each individual to
develop independent forensic competence.

Participants in all three workshops expressed strong interest in gamified, narrative-based
tools that build critical evaluation habits through contextually familiar scenarios—an
approach supported by inoculation theory research demonstrating that pre-emptive ex-
posure to manipulation techniques can reduce susceptibility to misinformation (Roozen-
beek et al. 2022). But such tools must be deeply localized: not merely translated into
regional languages but built around culturally resonant scenarios, recognizable social
dynamics, and the harm types most prevalent in each context. Generic literacy materials
developed for Global North audiences, participants argued, may even be counterproduc-
tive, implicitly modeling a relationship to media and authority that does not map onto
South Asian information ecosystems.

5.5 Implications for Design

Our findings carry several concrete implications for HCI researchers and designers
building Trust & Safety tools for the Global South.

Design for community governance, not individual users. The most consistently prioritized
interventions across all three workshops were collective rather than individual: com-
munity verification networks, multi-stakeholder coalitions, and peer-support systems.
Detection tools and literacy platforms should treat community governance as a first-
class requirement, supporting collective sensemaking and distributed trust rather than
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optimizing for individual accuracy scores.

Treat linguistic localization as a safety-critical requirement. The failure of existing moder-
ation and detection systems to serve South Asian languages is a primary harm amplifier,
not a secondary limitation; linguistic and cultural localization must be a core engineering
requirement from the outset, not a post-hoc translation task.

Build survivor-centered support infrastructure. The HCI community’s expertise in design-
ing for safety in intimate partner violence and online harassment (Freed et al. 2018)
should be applied to deepfake victimization, with attention to the particular challenge of
content that can never be fully removed once circulated.

Engage existing informal networks as design partners. The journalist coalitions, feminist
peer-support systems, and civil society verification networks that have emerged in all
three contexts are both repositories of local expertise and potential distribution channels
for new tools; co-design processes should engage them as genuine partners rather than
as end-user populations.

5.6 Implications for Policy

Our findings extend and specify existing calls for Global South—sensitive platform gover-
nance (Shahid and Vashistha 2023; De Gregorio and Stremlau 2023). Platform content
moderation policies must be evaluated on their performance in the languages spoken
by the majority of global internet users. Regulatory frameworks in Sri Lanka, India, and
Bangladesh should prioritize survivor protection and platform accountability over general
definitional debates about synthetic media, given that the most urgent harms docu-
mented here—gender-based violence, electoral manipulation, health misinformation—
are already occurring at scale in the absence of adequate legal responses. And inter-
national policy dialogue on AI governance should systematically include civil society
representatives from the Global South, whose communities are most affected by syn-
thetic media harm yet least represented in the institutional spaces where governance
frameworks are designed.

5.7 Limitations and Future Work

Our participant samples, while deliberately diverse in professional background, are drawn
predominantly from urban, digitally connected professionals; the perspectives of rural
users, elderly populations, and individuals with low digital literacy—groups identified
by participants themselves as particularly vulnerable—are present only indirectly, as
reported by advocates and practitioners. Future work should employ ethnographic and
community-based participatory methods to engage these populations directly.

The online format enabled cross-regional participation but may have introduced selection
bias toward participants with reliable internet access and comfort with video-based in-
teraction, and may have dampened embodied and affective expression; future iterations
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should explore hybrid formats combining online accessibility with the relational depth of
in-person co-design. Our study also covers only three South Asian contexts: Pakistan
and Nepal, among others, face deepfake harm dynamics shaped by distinct political
and linguistic configurations that merit dedicated investigation. The research team has
planned follow-up workshops in Pakistan, and future work should extend systematic
comparison to a wider range of Global South contexts, including sub-Saharan Africa and
Southeast Asia, where analogous dynamics of platform under-governance and linguistic
marginalization are well documented (Shahid, Elswah, and Vashistha 2025).

Finally, our study is cross-sectional, capturing stakeholder perceptions at a specific mo-
ment in a rapidly evolving technology landscape. Longitudinal research is needed to track
how deepfake harm patterns, community coping strategies, and institutional responses
evolve as generative Al capabilities become more accessible and regulatory frameworks
develop—in particular, the behavioral and psychological effects of sustained exposure
to deepfake-saturated information environments remain a critical and underexplored
research frontier (Ahmed et al. 2025).

Taken together, these limitations point toward a research agenda that is more longitudi-
nal, more geographically inclusive, and more directly engaged with affected communi-
ties.

6 Conclusion

Deepfakes are not arriving into a neutral information environment in South Asia. They
are landing in societies already shaped by fragile democratic institutions, linguistic
diversity, entrenched patriarchal norms, and platform governance systems that were
never designed with their realities in mind. Through three participatory workshops
with 49 stakeholders—journalists, lawyers, fact-checkers, feminist advocates, civil
society practitioners, and academics—in Sri Lanka, India, and Bangladesh, we asked
how communities perceive and experience the harms of deepfakes, and what locally
grounded interventions they propose to strengthen Trust & Safety in their own digital
ecosystems.

On the first question, participants described a harm landscape that is structurally gen-
dered, linguistically marginalized, and institutionally abandoned: in Sri Lanka, deepfakes
targeting politicians, public figures, and senior officials deployed for fraud and political
manipulation, amplified by post-conflict ethnic tensions that make synthetic content
uniquely combustible; in India, voice clones, fabricated celebrity endorsements, and
Al-generated health misinformation circulating at unprecedented scale across regional-
language platforms that automated moderation cannot serve; in Bangladesh, harm
concentrated on women—non-consensual synthetic pornography, extortion through
fabricated intimate images, and the silencing of journalists and activists—in a legal en-
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vironment offering victims almost no recourse. Across all three countries the pattern
is consistent: deepfake harm falls disproportionately on women and intersectionally
marginalized communities, platform moderation structurally fails users whose languages
are not English, and institutional channels for redress are effectively inaccessible. On
the second question, participants did not call primarily for better detection technol-
ogy. They called for deepfake-specific legal frameworks that treat synthetic abuse as a
rights violation, community-governed verification infrastructure in the languages com-
munities actually use, media literacy embedded in sustained community practice, and
survivor-centered support platforms—in every domain preferring solutions developed
with affected communities rather than for them, a principle about where governance
authority should reside, not merely about design method.

Three findings stand out. First, deepfake harm in the Global South is structurally gendered
and intersectionally distributed; survivor-centered design, feminist advocacy infrastruc-
ture, and legal frameworks that treat synthetic abuse as a serious rights violation are
not peripheral concerns but the foundation of any credible Trust & Safety response in
this region. Second, the failure of platform governance to serve South Asian language
users is not a technical limitation awaiting an engineering fix but a political condition
that reproduces the power asymmetries of the global digital economy, requiring a funda-
mental redistribution of governance authority toward affected communities. Third, the
communities most harmed by deepfakes are not passive victims: their verification net-
works, feminist peer-support systems, and civil society coalitions constitute community
knowledge infrastructure embodying sophisticated local understanding of how synthetic
media harm propagates, and the most valuable contribution this field can make is to
build the conditions under which that knowledge shapes the solutions themselves. The
challenge of deepfakes in the Global South is ultimately not a problem of technology
to be managed but one of trust, governance, and justice to be addressed. This paper
has foregrounded the voices of those most affected as a first step toward a reimagined
Trust & Safety paradigm—one that acknowledges the cultural diversity of harm, amplifies
local agency, and treats literacy as a form of community empowerment and democratic
resilience. The work of building that paradigm remains urgently ahead.
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